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DETAILED ACTION 

1 . This action is in response to the application filed 8/12/05. 

2. Claims 1-125 were previously presented. In Applicants latest response 
(8/12/05) claims 54 - 79 and 1 1 1 - 123 were cancelled and claims 124-164 have 
been added. Claims 1 - 53, 80 -1 1 0 and 1 24 - 1 64 are currently pending. 



Claim Rejections - 35 USC § 103 



3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 



4. Claims 1 - 53,80 -1 10 & 124 - 164 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Wahbee et al. USPN 6,151,618 (hereinafter "Wahbee") in view of 
Metlitski et al. US 2001/0037450 A1 . 

Regarding claims 1 &152 - 154, Wahbee discloses a method of analyzing 
instructions and data for a program to determine where the instructions and data might 
result in incorrect results (Col. 13: 55 - 58, for incorrect see invalid), when run on a 
multiprocessor system, the method comprising the steps of: 

the multiprocessor system configured to use at most one processor at a time to 
execute instructions and to access data from any one domain; 
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determining which of the instructions and data involve references outside of their 
domains; 

determining which of the references outside of their domains are multiprocessor 
unsafe references (see FIG. 4, 422, and associated text ); 

generating a report of the multiprocessor unsafe references (FIG.7, 725, see 
unsafe instructions); and 

modifying the instructions and data based on the report (FIG.7, 725, see modify, 
unsafe instructions). 

Wahbee doesn't explicitly disclose dividing the instructions and data for the 
program into plural domains based on the symbols used to refer to those instructions 
and data. However, Metlitski in an analogous art and similar configuration teaches a 
protected process being split in an open architecture which includes two virtual machine 
architecture see [01 13,item 150] and for splitting protected process see [01 15 - 01 16]. 

Therefore it would have been obvious to one of ordinary skill in the art at the time 
the invention was made to combine Wahbee and Metlitski because, "the user obtains 
the full functionality of the original program without having the full access of the original 
program" [Metlitski, 0021]. 

Regarding claim 2, a method as in claim 1, wherein the instructions and data 
comprise code that prior to modification is designed for use on a single processor 
system (FIG.4, 434, see VM machine program). 

Regarding claim 3, a method as in claim 1, wherein the determining steps, the 
generating step, and the modifying step are repeated until none of the references are 
determined to be multiprocessor unsafe references, whereby the code is modified to be 
suitable for use on a multiprocessor system (FIG. 4, 422 and 434). 

Regarding claim 4, a method as in claim 1, wherein the instructions and data 
comprise source code that is analyzed before compilation (FIG.7, see source in step 
710, and also refer back to FIG. 4, 434 for analyzing). 

Regarding claim 5, a method as in claim 1, wherein the instructions and data 
comprise object code that is analyzed before being linked to form an executable (FIG. 7, 
718, see VM instructions). 
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Regarding claim 6, a method as in claim 1, wherein the instructions and data 
comprise object code that is analyzed while being linked to form an executable (FIG. 7, 
748, see machine language binary). 

Regarding claims 7 & 127, a method as in claim 1 , wherein the instructions and 
data comprise interpretable code that is analyzed at run time (FIG. 7, 731 , also 
associated text for BRISC code which is interpreted for example 16:28 - 30). 

Regarding claims 8 & 128, a method as in claim 1, wherein the instructions and 
data are for execution by a virtual machine, and wherein the instructions and data are 
analyzed by the virtual machine at run time (FIG. 4, 434, and associated text). 

Regarding claims 9 & 129, a method as in claim 1, wherein the plural domains 
include a network domain comprising network functions and data referred to by the 
network functions, a storage domain comprising storage functions and data referred to 
by the storage functions, and a file system domain comprising other functions and data 
referred to by the other functions (16:13-18, see browser programs and network 
server, for storage and file system domain, see client computers, which Examiner 
believes to perform the equivalent functions of storage and a file system domain). 

Regarding claims 10,130 and 158, method as in claim 9, wherein the plural 
domains further comprise a multiprocessor safe domain, and wherein instructions and 
data that involve references to the multiprocessor safe domain are considered to be 
multiprocessor safe references (FIG. 4, 422). 

Regarding claims 11 & 1 31 , a method as in claim 1 , wherein the step of 
determining which of the references are multiprocessor unsafe further comprises 
determining which of the references are neither determined to be always multiprocessor 
safe nor annotated in the code as multiprocessor safe (FIG. 5, 514, and 548 and 
associated text). 

Regarding claim 12, a method as in claim 1 1 , wherein references can be 
annotated in the code as multiprocessor safe because the references switch domains at 
run time (12:49 - 51 , see "annotation information to load and run. .."). 

Regarding claims 13 & 132, a method as in claim 1 , wherein the instructions and 
data are modified by adding annotations that indicate references outside of their 
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domains are multiprocessor safe (FIG.4, 422 and 418, for references outside of their 
domains see "identify foreign program"). 

Regarding claim 14, a method as in claim 1 , wherein the instructions and data 
are modified by adding switch domain functions to the instructions and data to change 
multiprocessor unsafe references outside of a domain into multiprocessor safe 
references inside the domain (FIG. 5, 543 see unsafe). 

Regarding claim 15, a method as in claim 1, wherein the instructions and data 

are 

modified automatically based on the report of the multiprocessor unsafe references 
(FIG. 7, 725, see modify unsafe). 

Regarding claim 16, a method as in claim 1 , wherein the instructions and data 
are modified by an expert system aided by a user (9:52 - 55, see " user operation 
mode"). 

Regarding claim 17, a method as in claim 1 , further comprising the steps of 
determining which of the references outside of their domains are purportedly 
multiprocessor safe references (FIG. 4, 422, identifies if foreign programs are safe); and 

generating a table of the purportedly multiprocessor safe references, the table 
including the domains to which the references are supposed to refer (9:61 - 64, see site 
table). 

Regarding claims 18-34, which recites the memory version of claims 1-17, 
see rationale as previously discussed above. 

Regarding claim 35, a memory as in claim 18, wherein the memory is a 
removable storage medium, fixed disk, RAM or ROM. 

Regarding claims 36 - 53, which recites the analyzer version of claims 1-17, 
see rationale as previously discussed above. 

Regarding claim 80, which recites similar limitations as in claim 1, see rationale 
as previously discussed above. 

Regarding claim 81 , which recites similar limitations as in claim 7, see rationale 
as previously discussed above. 
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Regarding claim 82, which recites similar limitations as in claim 8, see rationale 
as previously discussed above. 

Regarding claim 83, which recites similar limitations as in claim 9, see rationale 
as previously discussed above. 

Regarding claim 84, which recites similar limitations as in claim 10, see rationale 
as previously discussed above. 

Regarding claim 85, which recites similar limitations as in claim 1 1 , see rationale 
as previously discussed above. 

Regarding claim 86, a method as in claim 85, further comprising the step of 
modifying the instructions and data based on the report (FIG.7, 725, see modify, unsafe 
instructions). 

Regarding claim 87, a method as in claim 80, wherein if the reference is not 
actually to a domain to which that reference is supposed to refer, execution of the 
instructions and data halts and an error message is generated (13:55-60, see "system 
error handling routine"). 

Regarding claim 88, a method as in claim 80, wherein if the reference is not 
actually to a domain to which that reference is supposed to refer, the instruction or data 
making the reference is modified (FIG.7, 725 and associated text). 

Regarding claim 89, a method as in claim 88, wherein the instruction or data 
making the 

reference is re-executed after being modified (FIG.7, 748 also riefer back to FIG. 4, 436 
for load and execute). 

Regarding claims 90 - 99, which recites the memory version of claims 80 - 89, 
see rationale as previously discussed above. 

Regarding claims 100 - 109, which recites similarly to claims 80 - 89, see 
rationale as previously discussed above. 

Regarding claims 1 10, 124 and 125, which recites similarly to claim 1 , see . 
rationale as previously discussed above. 

Regarding claim 124 - 126, which recites similarly to claim 1 , see rationale as 
previously discussed above. 
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Regarding claim 133, which recites similarly to claims 109, see rationale as 
previously discussed above. 

Regarding claim 134 - 141 , which recites similarly to claims 126 - 133, see 
rationale as previously discussed above. 

Regarding claims 142 - 149, which recites similarly to claims 126 - 133, see 
rationale as previously discussed above. 

Regarding claim 150, as in claim 142, wherein the checker is embodied as a 
function of instructions and data (Wahbee, FIG.5, 520). 

Regarding claim 151, a checker as in claim 142, wherein the checker runs 
concurrently with execution of instruction and data (Wahbee, FIG. 6, 622 and 
635, shows verification and implementing optimizations, which examiner interprets to be 
concurrent). 

Regarding claims 155, instructions and data as in claim 153, wherein domain 
definitions further comprise a makefile, (Wahbee, see programming language file). 

Regarding claims 156, which recites similarly to claim 17, see reasoning above. 

Regarding claims 157, which recites similarly to claim 1 , see reasoning above. 

Regarding claim 159, annotations as in claim 157, wherein the reasons include 
that the reference is only used at initialization (Wahbee, 16:7 - 10). 

Regarding claim 160, which recites similarly to claim 19, see reasoning above. 

Regarding claim 161 , annotations as in claim 157, wherein the reasons include 
that the reference is to a constant (Wahbee, 9:57 - 59). 

Regarding claim 162, which recites similarly to claim 35, see reasoning above, 
same as ROM. 

Regarding claim 163, annotations as in claim 157, wherein the reasons include 
that the reference is of such a nature that interference with another reference is 
acceptable (Wahbee, 13:50 - 55, shows if reference has a valid memory address then 
its allowed to proceed). 

Regarding claim 164, which recites similarly to claim 12, see reasoning above. 



Response to Arguments 
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5. Applicant's arguments with respect to claimsl - 53, 80 -1 1 0 and 124 - 164 have 
been considered but are moot in view of the new ground(s) of rejection. 

Conclusion 

6. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .1 36(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action . 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Chuck Kendall whose telephone number is 571- 
2723698. The examiner can normally be reached on 10:00 am - 6:30pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Tuan Dam can be reached on 571-2723695. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 



CK. 




